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Course Code: 030 5 Rl aB )
CSC 111 de 111
Course Name: 1Rl ol
Computer Programming 1 1 Slds daa
Credits (lecture +lab +tutorial): Pre-requisites:
4 (3+2+1) CT 140
Level: Co-requisites:
3

ol aiie Caia
(object oriented 4> sill A<l daa ll Aol aliall b aul s Gulals G w5 ) ad) 13 Caagy
) all g an il Al el all L) @l el e Ca el e 30l cldUall ) jadl 13 sy s programming).
LJSLiall
Course Description:

This course aims at giving the students a broad foundation in the fundamental concepts of object
oriented programming. It presents in a very simple way the basic concepts and principles of the Object
Oriented approach such as abstraction and encapsulation principles, classes, objects and the constructor
concepts, information hiding principle and the accessors concept, methods, the message passing and the

overloading principles. It also introduces the array data structure.

Text Books:

1. Java How to program, Deitel and Deitel, Pearson International, Latest Edition
Reference:

2. Java Programming from Problem Analysis to Program Design, D.S. Malik, Course Technology,
Latest Edition

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College
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Course Code: e 3a) 5y Rall GB )
CSC 113 113 e
Course Name: 1Rl ol
Computer Programming 2 Gluall daa p -2
Credits (lecture +lab ~+tutorial): Pre-requisites:
4 (3+2+1) CSC 111
Level: Co-requisites:
4

Glads daa g 8 (e T11) T lads Ana g s (2 Sl il g il LIS daa ) cilpalas) Apdaas iy 5 jial)
S Al gl e Apdaad oy 2 lauda Aaa g A L ectilplaall 5 <l el iyl Jie dpnlial 5 Ay ) 5al o 385 3 1
el ol g dgal 5 — lilall ae dalxill — eUadY) pe Jlabacll — Jilasll gy sl — Jibaadll cpy 8D e

Course Description:

This course continues the coverage of the fundamental concepts of Object Oriented Programming
started in Programming I (CSC 111). It covers more advanced concepts and topics such as relationships
between classes, inheritance, polymorphism, abstract classes, error handling, interfaces, generics and data

structures such as linked lists, stacks and queues, in addition to graphical user interface.

Text Books:

1. An Introduction To Object-Oriented Programming With JAVA, Latest Edition, C. Thomas WU,
McGraw-Hill Higher Education, ISBN 0-07-111680-X

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College
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Course Code: o 3e) 5 okl a8
CSC 212 212 de
Course Name: 2ol al
Data Structures <l JSba
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3+0+1) CSC 113
Level: Co-requisites:
5

el paiie Caa
il sl aladiad g 3% aal gall Jalii e AN elal (s bl JShgd Dpnlul) aplad) il 13 ey
S ele i) aladial ) ALY dpball Cle gyl s A5l Jglan cal sSY1 i) dy sl 81l s ¢l shall ccluaSal)
e pualiall o3 Gt Ama s plea Sy LUl o i (L)_S3)
Course Description:
Fundamental concepts of data structures. Performance measurement of algorithms.
Implementation and use of lists, stacks, queues, priority queues, trees, heaps, hash tables and graphs.

Recursion. Students will do programming assignments.

Text Books:

1. Data Structures and Algorithms in Java, 6th edition, by M.T. Goodrich and R. Tamassia. John
Wiley and Sons, Inc.ISBN: 1118771338.

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College
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Course Code: o 3e) 5 okl a8
CSC 227 227 e
Course Name: 2ol al
Operating Systems ol ks
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3+0+1) CSC212
Level: Co-requisites:
7

ol it Caa
Al Al 5 aadia e 4SSy Aaal) Qi b Alas jo aalie 53 a3k Cua Juinill ol 8 dedie 2 iall I3
gl s Sl (g ABDNa) 5 gl ) e ) Sl i pag 5 A ) Baliil (e Ailitn gl i pny Ay i
il o) yaail) JSgll cpn Adlidn 15l S jall s p8nal) ibina s 35 il (0 Jiil oJai) 45 Sl ilia il
O Ol s Jual il Aaliall < 5oV 5 el yll A pan iy HUaill Ja0s Cilma sl 53 Jaalis L sie 5 Wl e Lia jaise
et g 3 SIAL (J gem ol) Ol 5 ilana yull 3 SIAN Sl 5 3 SIAL sl el Jie 3 QIR0 3 )y lall QI 5 Al liaa al)
Al iV 5 SIAl  sede (a ym
Course Description:

This is an introductory course in Operating Systems. As such, it is intended to cover many
of the concepts related to most of the actual Operating Systems. Although the study of a particular
Operating System is out of the scope of this course, nevertheless, we will cover most of the concepts
found in any existing Operating System. We will review computer system and operating system
structures, processes and threads (concepts of, communication, synchronization and deadlocks), CPU

Scheduling, memory management and virtual memory.

Text Books:

1. Operating Systems Concepts, 9th Edition by Abraham Silberschatz et al, John Willey & Sons,
2013.

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College
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Course Code: e 3a) 5y Rall GB )
IT 210 <210
Course Name: 1o Rall s
Information Technology Fundamentals il slaall 4388 A1 {5abaal)
Credits (lecture +lab ~+tutorial): Pre-requisites: 113 J~il
3 (2-2-0)
Level: Co-requisites:
3

oAl paiie Caa

Al 5 il slaal) 4058 Jlaay LUl oy Apua 1) LS T 5 e slaal) A8l Al ) (oaluall b dadia ) jiall 128 a8,
Gpa gadl) i lal Cl ally daleiall AENAY) Lladll o (Jslall Jias «cDISall da il Cile g sall Jadii Acluall b
(e slrall 4 Jlae A Lgada 5 4y jSall ASLall (§ g

Course Description:

This course provides an introduction to the fundamental principles of information technology and
its pillars. It introduces students to the discipline of IT and its applications in industry. Topics include:
techniques used in problem solving, solution representation, and ethical issues regarding legal, privacy

and intellectual property rights concerns and their application to information technology.

Text Books:
1. Michael J. Quinn; Ethics for the Information Age; Addison-Wesley; 2016

Approved by the College Council in its 5th meeting on 29/04/1447TH

Head of Department Dean of College
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Course Code: 030 5 Rl aB )
IT 214 214
Course Name: 1o Rall s
User Experience Design PRESNON R EREN NPV
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (2-2-0) CSCl111
Level: Co-requisites:
4

ol alie caa
& Aeainall Gl il S e e 3 k05 (HCT) @ssdally GlasY) Gp deldill Jlae ) dedia ) jaall 138 a0dy
ALY A peas ylaay cariina) Cilgal s and UL caladial) LS ool (Jelil) aaai ) id) aky Aaal) Cleal )
el apaiaill (salse ) ALLYL (J saa sl 5
Course Description:

This course provides an introduction to the field of Human-Computer Interaction (HCI) and an
overview of software architectures used in modern interfaces. The course will describe and apply
theoretical concepts for analyzing observed problems in interfaces, models and frameworks from the field.
The interaction design process, rules and principles that support the usability will be described and applied
theoretically and in practice via interaction prototypes. A variety of user interface evaluation techniques
(e.g. GOMS. heuristic evaluation, User-Centered Design and contextual design techniques) in the field of

HCI will be covered and applied according to usability and accessibility standards. The course will also

cover principles of universal design.

Text Books:

1. Yvonne Rogers, Helen Sharp, Jennifer Preece, Interaction Design: Beyond Human
Computer Interaction, Wiley, latest edition.

2. Alan Dix, Janet E Finlay, Gregory D Abowd, Russell Beale, Human Computer Interaction,
Pearson, latest edition.

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College
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Course Code: o ey gy sdall a8y

IT 216 a216
Course Name: 1Rl ol

Physics for IT Sl glaall 458 ¢yl
Credits (lecture +lab ~+tutorial): Pre-requisites:
2 (2-0-2)
Level: Co-requisites:
3

oAl paiie Caa
D sall 5 il g SN A ) bl A6 Jady SN 5 o guilall Ll LY (saliall Adaad ) 2l 138 Chngy
Al e 5 ASilSaall s AU g gt g Apualinal) VLl 5 e Jpanil) LS 5 dpulalin 5 Sl s sall 5 il JLEY) e )l
Course Description:

This course aims at covering the fundamental principles behind computer and network
technologies. It is divided into three main sections. The first section focuses on electronics and digital
circuits, semiconductors and the use of transistors and Integrated circuits in building digital circuits, digital
electronics and the binary system. The second section focuses on electromagnetic waves, the different
types of signals, frequency spectrum, signal propagation and amplification, analogue/digital conversion
and modulation techniques. The third section covers force, motors and magnetic fields, conversion of

mechanical/electrical energy, and motion principles.

Text Books:

1. Alexander, C. K., & Sadiku, M. N. O. (2022). Fundamentals of electric circuits (7th ed.). McGraw
Hill.

2. Kumar, A. A. . Fundamentals of digital circuits (latest ed.). PHI Learning
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Course Code: e 5 kel GB)
IT 222 a3222
Course Name: 1Rl ol
Database Principles Ll ae ) 6 (salse
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (2-2-1) IT210
Level: Co-requisites:
4
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Course Description:

Characteristics of the database approach. Database concepts and architecture; Data models,
schemas and instances; Program data independence, Database languages and interfaces. Data models for
database systems; The E-R DM, Relational DM and Relational Algebra. Relational model constraints;
Domain, key, and integrity constraints. SQL-relational DB language; Data definition, queries, update
statements, and views in SQL. Database design; functional dependencies, Normal forms. Introduction to

OO0 databases.

Text Books:

1. T. Connolly and C. Begg; Database Systems: A practical approach to design implementation and

management; Latest Edition; Addison Wesley.
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Course Code: o ey 5 el A,
IT 330 &330
Course Name: 2ol al
Web Applications Engineering cu ol cilandat dunia
Credits (lecture +lab +tutorial): Pre-requisites:
4 (3-2-1) CSC 111, 1T222
Level: Co-requisites:
5
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Course Description:

This course provides a comprehensive introduction to web programming, covering both front-
end and back-end development for building real-world web applications. Students learn web
design principles, responsive design, client-side scripting, server-side programming snd
asynchronous client-server communication. The course emphasizes hands-on experience and

enables students to develop full-stack web applications.

Text Books:

e Learning Web Design. Jennifer Robbins, O'Reilly Media; May 2018, 5" edition
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Course Code: 2 3a) 5 aall B
IT 324 324
Course Name: 2ol al
Information Security e slaal) (pal
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3-0-2)
Level: Co-requisites:
6 IT 328
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Course Description:

This course defines information security. Topics include security services and its mechanisms,
such as confidentiality, integrity, availability and non-repudiation, security policies, access control
models, authentication methods, types of attacks (including social engineering, man in the middle,
DoS...etc), malware, security principles (such as separation of duties, need to know...etc), basic
principles of hashing, symmetric & asymmetric cryptography, digital certificates &PKI, Email security
through S/MIME & PGP, Web Security, overview of firewalls and Intrusion detection system, Operating
System security, physical security, risk assessment, incidence response, disaster recovery, business

continuity and a general look into computer forensics.

Text Books:

1. Security + Guide to NETWORK SECURITY Fundamentals, Mark Ciampa, Thomson Course
Technology, 4th edition, 2012.

2. Introduction to CRYPTOGRAPHY and NETWORK SECURITY, Behrouz A.Forouzan, McGraw-
Hill International Edition, 2008.
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Course Code: roay 5 g sall a8,
IT327 a3327
Course Name: s gl aul
Practical Software Engineering dleal)l lina jll At
Credits (lecture +lab +tutorial): Pre-requisites:
3(3+0+2) IT214, 1T330
Level: Co-requisites:
6
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Course Description:

This course covers the fundamentals of software engineering, including software
process models, understanding system requirements, effective methods of design using
object-oriented design methodology, architectural design, and interface design. The course
will also introduce students to different approaches to software development, system
integration, and different system testing techniques. The course will combine a strong
technical focus with a capstone project providing the opportunity to practice software

engineering knowledge, skills, and practices.

Text Books:

1. Software Engineering by David C. Kung, 2nd Edition, McGraw-Hill.

2. Software Engineering: A Practitioner's Approach by Roger Pressman and Bruce Maxim
(The 9th edition, published in 2023)

3. Software Engineering, I. Sommerville, Pearson International Edition latest Edition.
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Course Code: 2 3a) 5 aall B

IT 328 2328
Course Name: Rl al

Network Principles slall ClSud (gl
Credits (lecture +lab ~+tutorial): Pre-requisites:
4 (3-2-0) IT 216
Level: Co-requisites:
4
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Course Description:

This course provides an introduction to computer networks, including the Internet. It covers basic
concepts and theory of computer networks and describes network technologies, architectures, protocols
and standards in the different layers of the TCP/IP Internet suite of protocols. It introduces the basics of
the physical layer, the application layer architectures and protocols for both client-server and Peer-to-Peer
(P2P) applications and describes the architecture and design of local area networks including Ethernets.
Topics include, but are not limited to, routing, addressing, TCP/UDP and process communication,
reliability, network performance and management. The course provides theoretical background and hands

on experience with focus on building network applications.

Text Books:

1. Behrous Forouzan; Data Communications & Networking; McGraw Hill; Latest Edition
2. James Kurose, Keith Ross; Computer Networking: A Top-Down Approach Featuring the Internet;
Addison Wesley; 7th edition 2017

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College

32



il sleal) A58 3 gy IS A ja mals

Course Code: o 3e) 5 okl a8
IT 426 #3426
Course Name: Rl al
Artificial Intelligence Systems o= lilaa oS3 Aokl
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3+0+2) Math 106
Level: Co-requisites:
5 CSC212
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Course Description:

This course introduces students to the wide field of Artificial Intelligence (Al) and its use to solve
real world problems. Topics covered will include foundation principles of Artificial Intelligence, namely
Intelligent agents, problem solving, game playing, knowledge representation and reasoning, uncertainty,
and machine learning. Students will be trained to tackle different real-world problems with Al tools and

techniques. On completion of this course, students should understand what impact Al is making to society.

Text Books:

e S.Russell, P. Norvig, Artificial Intelligence: A Modern Approach, Latest Edition, Prentice —Hall.

e S.M. Rea, Building Intelligent. NET Applications, Addison Wesley.

e Bishop, Christopher M., and Nasser M. Nasrabadi. Pattern recognition and machine learning.
Vol. 4. No. 4. New York: springer, latest edition.

e Murphy, Kevin P. Machine learning: a probabilistic perspective. MIT press, latest edition.
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Course Code: o 3e) 5 okall A
1T428 428
Course Name: sl ol
Machine Learning and Data Mining CUlall & sl 5 AV alas
Credits (lecture +lab +tutorial): Pre-requisites:
3 (242+0) IT 426
Level: Co-requisites:
6 MATH244
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Course Description:

This course provides advanced knowledge in data mining and machine learning, which sits
at the interface between statistics and computer science. It focuses on developing algorithms to
automatically discover patterns and learn models of large datasets. Students will study the
complete data mining process, including data preprocessing, predictive modeling, descriptive
modeling, and model evaluation. Emphasis is placed on selecting appropriate techniques, analyzing

model performance, and addressing challenges such as overfitting and model generalization

Text Books:

e Data Mining: Practical Machine Learning Tools and Techniques by lan H. Witten, Eibe Frank, Mark A.
Hall, Christopher J. Pal, Elsevier.

e Data Mining and Machine Learning: Fundamental Concepts and Algorithms by Mohammed J. Zaki,
Wagner Meira Jr., Cambridge University Press, latest edition

e Mohammed J. Zaki, Wagner Meira, Jr., Data Mining and Machine Learning: Fundamental Concepts
and Algorithms, latest Edition, Cambridge University Press.

e Pang-Ning Tan, Michael Steinbach, and Vipin Kumar, Introduction to Data Mining, latest Edition.

e Jiawei Han, Jian Pei and Hanghang Tong, “Data Mining: Concepts and Techniques”, Morgan Kaufmann,
latest Edition.
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Course Code: oy 5 Rl BBy
IT 336 IT 336
Course Name: o] anl
Introduction to Gameplay Programming lelY) dna 4 daria
Credits (lecture +lab +tutorial): Pre-requisites:
3 (2+2+1) IT214 and CSC113
Level: Co-requisites:
5
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Course Description:

This course introduces students to core principles in gameplay programming. Students
explore the production pipeline of digital games, including the use of vector and raster graphics,
fundamental game physics, and version control concepts. Emphasis is placed on how interactive
systems like hitboxes, collision feedback, and bounce effects affect the player experience. Students
also learn how to conceptualize ideas through the creation of a Game Design Document (GDD) and

reflect on game design from a user-centric perspective.

Text Books:

https://guides.github.com/introduction/git-handbook/

https://learn.unity.com/courses

https://www.gamedesignworkshop.com/

https://docs.unity3d.com/6000.0/Documentation/Manual/UnityManual.html

Approved by the College Council in its Sth meeting on 29/04/1447H

Head of Department Dean of College

35


https://guides.github.com/introduction/git-handbook/
https://learn.unity.com/courses
https://www.gamedesignworkshop.com/
https://docs.unity3d.com/6000.0/Documentation/Manual/UnityManual.html

il sleal) A58 3 gy IS A ja mals

Course Code: oy 5 Rl a8y
IT 481 481
Course Name: 1Rl ol
Introduction to IoT BRI ) 4 4adda
Credits (lecture +lab +tutorial): Pre-requisites:
3 (2+2+0) IT 328
Level: Co-requisites:
5
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Course Description:

The course provides an overview of key Internet of Things (IoT) concepts and explores its
potential. It introduces loT architectures, applications, standards and regulations. It describes the typical
components of IoT device, and the different IoT design considerations, constrains and challenges. It
presents technologies relevant to the design and development of IoT including object identification,
localization, sensing & actuation, data and security. It also explores the IoT effect on society and

businesses, and describes the trends for the future.

Text Books:

o Neera Batra, Sonali Goyal, "loT Fundamentals with a Practical Approach" , CRC press, latest
edition

e Rolando Herrero, "Fundamentals of loT Communication Technologies", Springer. Latest
edition

e Sethi, Pallavi & Sarangi, Smruti. (latest edition). Internet of Things: Architectures,
Protocols, and Applications. Journal of Electrical and Computer Engineering. Latest edition.
1-25.10.1155/2017/9324035.

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College

36



il sleal) A58 3 gy IS A ja mals

Course Code: e 3a) 5 aall GB )

IT 424 5424
Course Name: 1Rl ol

Introduction to Project Management el 3l 3 daxia
Credits (lecture +lab ~+tutorial): Pre-requisites:
2 (2-0-2) IT 327
Level: Co-requisites:
7
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Course Description:

This course introduces students to the concepts and methodologies of Project Management (PM).
Students will learn and apply basic project management concepts including planning, scheduling, work
breakdown structures and project control, quality and risk management approaches and strategies, various

cost estimation paradigms including estimation by analogy and algorithmic cost estimation techniques.

Text Books:

1. A Guide to the Project Management Body of Knowledge: (Pmbok Guide); Project Management
Institute; 5th edition, 2013
2. Information Technology Project Management; Kathy Schwalbe ; 9t edition, 2019 ; Cengage

Learning.
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Course Code: e 5 kel GB)
IT 427 427
Course Name: 1Rl ol
IT Entrepreneurship & Innovation L A eIyl Je Y sl
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3-0-0) IT 327
Level: Co-requisites:
8
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Course Description:

This course will focus on teaching the basics of Innovation & Entrepreneurship in Information
Technology, market analysis and customer engagement as well as open innovation. It will also tackle the

creation of startups and managing their growth.

Text Books:

1. Yevgeniy Brikman. Hello, Startup: A Programmer's Guide to Building Products,

Technologies, and Teams. "O'Reilly Media, Inc.", latest edition
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Course Code: 2 3a) 5 aall B
IT 492 #3492
Course Name: 2ol al
Practical Training ) il
Credits (lecture +lab ~+tutorial): Pre-requisites:
1 completing at least 90 credit hours
Level: Co-requisites:
8
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Course Description:

Students join a company or an IT center in a government or private sector on a full-time basis for
at least 8 weeks in the last summer prior to their graduation. It may be for a longer time if taken on part-
time basis. The aim of the practical training is to gain experience by applying knowledge and skills they
acquire in the program in real-life and in team working. The training is evaluated by the training supervisor

at the Organization and comprehensive reports are sent to the IT department.

Text Books:

Not applicable
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Course Code: 2 3a) 5 aall B
IT 496 2496
Course Name: sl o
Project 1 -1- g sl
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3-0-0) IT327 + completing 90 credit hours
Level: Co-requisites:
7
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Course Description:

This course is the first of a two-course sequence (IT496 and IT 497) in which the students
will develop a complete software system. The second stage will be carried out in IT 497. Students
will work in groups of 5 students; each group will have a supervisor to guide them through the
system development process using a specific methodology. In this first part, each group must
identify a problem domain, define the problem, identify and specify the requirements, document
the current system, analyze it, propose alternative systems, and design a solution. At the end of
the course, each group must submit a formal report documenting the complete process. The
graduation project committee provides support seminars for the students. These seminars are
monthly and they take the students step by step in the project phases.

Text Books:

Not applicable.
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Course Code: 2 3a) 5 aall B
IT 497 497
Course Name: 2ol al
Project 2 -2- & 5l
Credits (lecture +lab ~+tutorial): Pre-requisites:
3(3-0-0) IT 496
Level: Co-requisites:
8
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Course Description:

This course is the second of a two-course sequence (IT496 and IT 497). The teams, with the
guidance of their supervisor will continue the design and development of new increments for the second
release of the software system (Relese-2). Teams should demonstrate the ability to use new tools and
programming languages. The graduation project committee provides support seminars for the students
during the course.

At the end of the course, each team should present a demo of the final software system, discussing

important design and development decisions. They should also submit a final report, which documents
the complete system design and development, as well as required admin guides and user manuals. Team

work, leadership, communication and writing skills are all important ingredients for a successful project.

Text Books:

Not applicable
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Course Code: o 3e) 5 okl a8
IT 362 8362

Course Name: 2ol al
Principles of Data Science bl ale il

Credits (lecture +lab +tutorial): Pre-requisites:

3 (3+0+2) CSC 212
Level: Co-requisites:
6

oAl paite Caa
s ) al Cing e shaall A e (6 pns o205 sumga 5t 5 il osle bl LR jidl 13 o
1553 ecriliball gan (g 1533 ¢ JaSIG LAl sle 5550y jiall gl il 51 Aabeiall (gAY dgusl 50l 3 gall 3¢ (5 8 Guld
g a3 Ul e LS il Jirdll ol i)y il a1 Y gy ol g il i ¢ BLESY) il sy
Jlaall 138 85 shatall <l 5081 Chaal alasiuly dlee
Course Description:

This course introduces students to the basics of Data Science, an essential emerging subject in the
Information Technology field. It builds the foundation for other data management courses. It introduces
the whole data science cycle from data collection, to exploratory data analysis, predictive and descriptive
modeling, data interpretation and communication. Students will have exposure to hands-on state of the

art tools.

Text Books:

Igual, L., & Segui, S. (latest edition). Introduction to data science: A Python approach to concepts,
techniques and applications. Springer.

Ozdemir, S. (latest edition). Principles of data science: Learn the techniques and math
you need to start making sense of your data. Packt Publishing.
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Course Code: oy 5 Rl a8y
IT 462 8462
Course Name: 1Rl ol
Big Data Systems dadal) colill) ddasf
Credits (lecture +lab +tutorial): Pre-requisites:
3 (2+2+0) IT 362
Level: Co-requisites:
8
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Course Description:

This course introduces key concepts and state-of-the-art big data systems. Main topics to be
covered include but not limited to: fundamentals of data storage systems, big data platforms, cluster

computing and distributed file systems of intensive data.

Text Books:
1. M. Kleppmann and C. Riccomini, Designing Data-Intensive Applications, Sebastopol, CA, USA:
O’Reilly Media, latest edition.
2.].S. Damji, B. Wenig, T. Das, and D. Lee, Learning Spark: Lightning-Fast Data Analytics, Sebastopol,
CA, USA: O’Reilly Media, latest edition.
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Course Description:

This course focuses on advanced practical machine learning techniques for real-world
applications. It emphasizes the design, implementation, and optimization of learning models
using modern machine learning approaches. Students explore supervised and unsupervised
learning methods, model training and evaluation strategies, and performance improvement
techniques. The course highlights practical considerations such as model generalization,
hyperparameter tuning, and experimentation with complex learning architectures. Emphasis is
placed on applying machine learning methods to solve real data-driven problems.

Text Books:
Hands-On Machine Learning with Scikit-Learn, Keras, and TensorFlow" — 3rd Edition (2022/2023) by

Aurélien Géron Publisher: O'Reilly Media ISBN: 978-1098125974
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Course Code: ey 5 o kall B,
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Data Analytics & Visualization. Leliiat g cnbilall Jalss
Credits (lecture +lab +tutorial): Pre-requisites:
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Course Description:

This course introduces the main principles in data analytic and visualization. It provides
students with statistical and quantitative analysis, extensive use of data, exploratory and predictive
models, business intelligence (BI), and information visualization. During the course, students will
practice design, develop, analyze and visualize different types of data using most recent tools based on

data type.

Text Books:

-Python for Data Analysis by Wes McKinney, latest edition.
-Fundamentals of Data Visualization by Claus Wilke, latest edition

-Brett Lantz et.al. “R: Data Analysis and Visualization” Packet Publishing Limited, latest
edition.

- Phuong Vo. T.H., Martin Czygan and Ashish Kumar. “Python: Data Analytics and
Visualization”

Approved by the College Council in its Sth meeting on 29/04/1447TH

Head of Department Dean of College

45




il sleal) A58 3 gy IS A ja mals
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IT 489 2489
Course Name: sl anl
Selected Topics in IT leglall duas §8)lie puinlse
Credits (lecture +lab ~+tutorial): Pre-requisites:
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Level: Co-requisites:
8
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Course Description:

This course provides insight into current and emerging topics within the field of IT.
Students are introduced to state-of-the-art technologies, industry trends, and innovative
solutions that address contemporary challenges in information technology.

Lol paiie ciay

Text Books:
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Credits (lecture +lab ~+tutorial): Pre-requisites:
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8

oAl paiie Caa
i) (e Ao sana Gl yxiad A ALY iy sulald) 33550 Jlae 3 3l analaall (e fae LUl ) jaall 138 a8}
A smlal) By a1 53 aaal Gkt I (G Fulee 5 i LA Cani€ins Gyl
Course Description:
This course will introduce a number of fundamental concepts in computer vision and expose
students to a number of real-world applications. The students will gain hands-on experience by applying

cutting-edge computer vision algorithms.

Text Books:

Sandhu, J. K., Kumar, A., Sahu, R., & Ahuja, S. (Eds.) Applied Computer Vision through
Artificial Intelligence, Wiley.
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Course Code:

IT 469

0 e 5 )l B
469

Course Name:

Human Language Technologies

A ) Glall) el

Credits (lecture +lab ~+tutorial):
3 (2+2+0)
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IT 428
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Course Description:

In this course, students will be exposed to methods for processing human language speech/text and
the underlying computational properties of natural languages. Students will explore natural language
knowledge at different levels including phonetics, morphology, syntax, semantics, pragmatics and
discourse levels. The course also introduces students to the evaluation techniques in the field of human

language technologies. In addition to building applications to process written and/or spoken language.

Text Books:
Daniel Jurafsky and James H. Martin. Speech and Language Processing: An Introduction to Natural
Language Processing, Computational Linguistics, and Speech Recognition. Latest edition.
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Application Security Slanlatl) oyl
Credits (lecture +lab ~+tutorial): Pre-requisites:
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Course Description:

This course introduces students to the application engineering and design processes and how to
integrate and apply cyber security tools and techniques in these processes. Topics include the
methodology of secure application design, development and testing; application security best practices,
methodologies and techniques; analysis of application-based attacks and defenses; and .Net security

frameworks.

Text Books:

1. Tarandach, L., & Coles, M. J. (2020). Threat Modeling: A Practical Guide for Development
Teams. O'Reilly Media.

2. William Stallings; Lawrie Brown, Computer Security: Principles and Practice, Pearson,
2024
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Cyber Security Governance 9 S Y1 5l
Credits (lecture +lab ~+tutorial): Pre-requisites:
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7
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Course Description:

This course covers issues concerning management of risks, which both digital information and
network assets in an organization are exposed to, and provides information and guidelines that can help
with the establishment of a framework to assure that information security strategies are aligned with the
objectives of the business and are consistent with legal and regulatory obligations. Topics include existing
risk management frameworks, models, processes and tools to equip students with the theory, science, and

practical knowledge to deal appropriately with risk in an enterprise.

Textbooks:
Management of Cybersecurity by Michael E. Whitman, Herbert J. Mattord | 7th Edition | 2025
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8
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Course Description:

This course covers fundamentals of digital forensics, cybercrime scene analysis and electronic
discovery. Digital forensics uses tools and techniques to collect and preserve evidence of computer crimes.
Digital forensics focuses on the reconstruction of events that have led to the system corruption, with the
goals of recovering critical data, aiding authorities in tracking those who may have caused the security
breach, and learning techniques used by hackers to improve the protection of systems and prevent similar
breaches in the future. Topics include file systems and storage analysis, data hiding techniques, network
forensics; projects involving using, understanding, and designing digital forensic tools; anti-forensics;

legal issues and standards.

Text Books:

Bill Nelson et al., Guide to Computer Forensics and Investigations, Latest Edition
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Applied Network Security kil A
Credits (lecture +lab ~+tutorial): Pre-requisites:
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Course Description:

The course covers theory and practice of network security giving detailed study of symmetric
and asymmetric cryptography algorithms, pseudorandom functions and generators, hashing
algorithms, message authentication codes, Key management through Diffie-hellman key
agreement & Kerberos, entity authentication through CHAP. The course also provides the
students with a closer look into security protocols at different network layers such as
SSL/TLS, IP Sec, VPNs, network security devices and designing secure networks.

Through the use of lectures, hands-on tutorials and labs, the key components of Network
Security will be discussed and demonstrated.

Text Books:
Network Security Essentials: Applications and Standards, by William Stallings, Prentice Hall |
6th edition | 2021
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Course Code: o_jay gy phall a3
IT 333 333 &
Course Name: Dl auil:
Prototyping & Game Data System LY il dadail 30 Y1 Aaial)
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (2+2+1) IT 330 and IT 336
Level: Co-requisites:
7
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Course Description:
A studio-style course in which students collaboratively develop a playable game prototype.
Topics include structured data formats (e.g., JSON, XML), and relational data storage. The
course emphasizes translating technical systems into meaningful player interactions, and
encourages iterative development practices that align user feedback with gameplay design.

Text Books:
https://guides.github.com/introduction/git-handbook/
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Course Code: o s 5 g siall 2
IT 335 335 &
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Gameplay Systems & Interactive ' . PR
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Course Description:

This course focuses on the foundational systems that define gameplay experience.
Students examine animation, interface design, and 3D modeling principles. Additional topics
include how games manage interaction with remote systems, structure of real-time
applications, and testing techniques for validating behavior. The course encourages students

to think critically about how system design supports immersion, emotion, and user
engagement.

Text Books:
https://guides.github.com/introduction/git-handbook/
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Course Code: o 0 5 o all A
IT 431 43] &
Course Name: D) sl
Game Architecture & System Design paill aranal g doall) A0S0n
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (2+2+1) IT 331 and IT 371
Level: Co-requisites:
7
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Course Description:
This course explores structural design for scalable, maintainable gameplay systems. Students
learn to apply software design principles such as the SOLID framework and component-based
architecture to create modular, reusable game features. Emphasis is placed on how
architectural decisions affect game performance, collaboration, and iteration in large
development teams.
Text Books:
https://guides.github.com/introduction/git-handbook/
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3 (24+2+0) IT 332
Level: Co-requisites:
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Course Description:

This course focuses on the integration of user interface and user
experience design in interactive applications. Students explore interface layout,
hierarchy, animation, transitions, and responsiveness. Assignments emphasize
how visual feedback and animation contribute to intuitive and engaging user
interactions.

Text Books:
https://guides.github.com/introduction/git-handbook/
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8
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Course Description:

Students examine the backend systems that support connected games. Topics include
relational and non-relational databases, communication protocols, system scalability through
service architecture (monolith vs microservices), and deployment environments. Additional
focus is placed on distributed messaging systems and orchestration technologies used in modern
backend infrastructures.

Text Books:
https://guides.github.com/introduction/git-handbook/
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8
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Course Description:

This course introduces students to the use of generative artificial intelligence in game
development. Topics include content generation for 2D and 3D assets, procedural animation,
automated code suggestions, and ethical implications. Students will experiment with creative
pipelines where Al augments visual design, storytelling, and system behaviors.

Text Books:
https://guides.github.com/introduction/git-handbook/
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Course Description:

This course focuses on the development of custom tools and pipelines to support
game production. Students create Unity editor scripts, asset import tools, and debugging
utilities that streamline workflows for designers and artists. The course emphasizes
productivity, usability, and the role of internal tools in collaborative teams.

Text Books:
https://guides.github.com/introduction/git-handbook/
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Course Description:

This course explores the visual theory and technical implementation of real-
time graphics. Students study rendering pipelines, programmable shading, and
techniques for high-performance visual effects. Practical exercises involve
implementing visual systems that impact mood, feedback, and style within
interactive experiences.

Text Books:
https://guides.github.com/introduction/git-handbook/
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Course Description:

This course provides a deep dive into the mathematical and physical foundations used
in gameplay systems. Topics include vector mathematics, kinematics, collision detection,
raycasting, and rigidbody dynamics. Students implement physically believable systems using
Unity's physics engine and analyze trade-offs between simulation accuracy and performance.

Text Books:

https://guides.github.com/introduction/git-handbook/
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Testing & Optimization
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Course Description:

This course introduces students to essential techniques for testing and performance
optimization in game development. Topics include memory management, frame rate analysis,
CPU/GPU profiling, and the identification of performance bottlenecks. Students use industry-
standard tools to detect and resolve logic errors, runtime issues, and system inefficiencies. The
course emphasizes practical strategies for maintaining stable, high-performance gameplay
across a range of platforms and devices.

Text Books:
https://guides.github.com/introduction/git-handbook/

Approved by the College Council in its Sth meeting on 29/04/1447H
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Course Code: o 3e) 5 okall A

IT 483 ~483
Course Name: sl ol

IoT Services & Applications s LS i i) ity clexd
Credits (lecture +lab +tutorial): Pre-requisites:
3 (242+0) IT481, IT325
Level: Co-requisites:
8
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Course Description:

This course introduces students to the design, implementation, and deployment of IoT-
enabled applications across key sectors such as smart cities, healthcare, logistics, agriculture,
energy, and education. It focuses on the design, development, deployment, and operation of
scalable smart applications using cloud-native and DevOps practices. Students learn to engineer
end-to-end smart systems that integrate IoT data sources, cloud services, microservices
architectures, frontend dashboards, and monitoring tools. The course emphasizes hands-on

development of smart services using containerization, CI/CD pipelines, and real-time cloud
platforms such as Google Cloud.

Text Books:

[0 Cloud-Native DevOps: Building Scalable and Reliable Applications by Mohammed
Ilyas Ahmed, latest edition.

Approved by the College Council in its Sth meeting on 29/04/1447H
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Course Code: roay 5 g sall a8,
IT 365 2365
Course Name: oAl )
Robotics Systems L g1 g ) dalsiy)
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3+0+2) IT 428
Level: Co-requisites.
8
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Course Description:

This course introduces students to modern robotic systems, including mobile robots,
autonomous drones, and self-driving vehicles, with a strong emphasis on sensing, perception,
control, and decision-making. Students will learn how robotic systems interact with their
environments through embedded sensors, real-time data processing, and intelligent actuation.
The course also explores the integration of Al techniques such as machine learning, computer
vision, and path planning to enable autonomy.

Text Books:
[0 Peter Corke, “Robotics, Vision and Control”, springer, latest edition

[0 Francis X. Govers, ““ Al for Robotics”, Packt Publishing, latest ed, 978-1788837453
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IT 487 487 &
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Credits (lecture +lab ~+tutorial): Pre-requisites:
3 (3+0+1) IT 481
Level: Co-requisites:
8
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Course Description:

This course explores the principles and practices of sustainable and energy-efficient
computing through the use of IoT and cloud technologies. Students will learn how intelligent
systems can monitor, optimize, and reduce energy consumption across different sectors such
as buildings, agriculture, transportation, and data centers. Topics include green cloud
infrastructure, energy-aware loT design, carbon footprint measurement, and environmental
data analytics.

Text Books:
[0 Green Computing for Sustainable Smart Cities by Neha Sharma et al., springer publisher

[0 Green Computing: Tools and Techniques for Saving Energy, Money, and Resources" by
Bud E. Smith

Approved by the College Council in its Sth meeting on 29/04/1447H
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Course Code: roay 5 g sall a8,
IT 384 23384
Course Name: el sl
Edge and Cloud Computing dula)l g Hhall dus gall
Credits (lecture +lab ~+tutorial): Pre-requisites:
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Course Description:

This course presents Cloud infrastructure, architecture, and different service

models (SaaS, PaaS, and [aaS). A comprehensive study of the Cloud reference model
is provided, including storage technologies, virtualization, resource control, service
orchestration and the role of containers. The course also introduces Edge

Computing concepts and architectures, examining how distributed edge
infrastructures complement cloud environments to enable low-latency processing,
real-time analytics, and IoT integration.

Text Books:
1. Douglas Comer, The Cloud Computing Book: The Future of Computing Explained, latest
edition
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Course Code:
IT 382
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Course Name:
IoT Security and privacy

Credits (lecture +lab ~+tutorial):
3 (3+0+2)

Pre-requisites:
1T324, T481

Level:
7

Co-requisites:
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Course Description:

The course provides an in-depth exploration of the key security and privacy
challenges associated with the rapidly expanding Internet of Things (IoT)
ecosystem. Students will learn how IoT devices operate, the unique vulnerabilities
they face, and the strategies for protecting connected systems from attacks and
unauthorized access. Topics include IoT architecture and attack patterns, threat
modeling, secure design principles, lightweight cryptography and authentication
for constrained devices, network and physical layer security for [oT, data
protection, risk assessment, privacy regulations, and real-world case studies of IoT

breaches.
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Text Books:

[oT Security and Privacy Paradigm, CRC Press / Taylor & Francis Group, latest edition

Approved by the College Council in its Sth meeting on 29/04/1447H
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Course Code: roay 5 g sall a8,
IT 385 2385
Course Name: el sl
IoT Big Data Analytics Ll iy il bl Judas
Credits (lecture +lab ~+tutorial): Pre-requisites:
3 3+0+1) 1T428
Level: Co-requisites:
7
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Course Description:

This course introduces the concepts and techniques used to manage and analyze large-scale
data generated by Internet of Things (IoT) systems. It covers the fundamentals of big data
architectures, data processing frameworks, and analytics methods for handling high-volume,
high-velocity, and heterogeneous IoT data. Students explore data collection, storage,
processing, and visualization approaches, as well as real-time and batch analytics techniques.

Text Books:
Data Analytics for Internet of Things Infrastructure by Rohit Sharma, Gwanggil Jeon, Yan

Zhang, Springer, latest edition

Approved by the College Council in its 5th meeting on 29/04/1447H
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Course Code: roay 5 g sall a8,
IT 363 23363
Course Name: el sl
Mobile Computing and Satellite system deliall LYl ddaif o alavd) 4 sall
Credits (lecture +lab ~+tutorial): Pre-requisites:
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Level: Co-requisites:
8
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Course Description:

This course provides an overview of existing and emerging mobile computing techniques and
applications and explains challenges that are unique to the design, implementation, and
evaluation of mobile computing. It describes several related technologies like context
awareness and localization schemes. It also introduces mobile communication and the GSM
system and its evolution encompassing 3G, 4G, 5G. It introduces satellite systems and its main
applications. The course will also train students with hand-on experiences in developing
mobile applications in a broad range of areas.

Text Books:
Mobile Computing by Kamal, Raj. Oxford University Press, latest edition

Approved by the College Council in its Sth meeting on 29/04/1447H
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Course Code:
IT 488
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Course Name:
Digital Twin Systems and Applications
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Pre-requisites:
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8

Co-requisites.

oL 4aS GOl alaisa s (TOT) #le&Y) <y Sl 3 (Digital Twin) "8 W ol sil" 408 Glu jlaa s (53l ) jaall a3y
i s Catll ol o) Lassl g o yuinaall iy Aasiuly edl) gl 8 Loldl) At Sl Rl il 73
o LS 5l DU 5 ¢l ol 5 eililad) el 3o g i) Y 58 585 05 e ol s Aty (o panial sy sl
o)l Aol 5y 0 5 sl sl 5 el e Sl 5 (ARSI Cpaal) S Lan (o8 Al 038 Hlplad CiLESIL

LY i i) 3 el aladiuly e ol il ol 23 sai Hii g aranall Jae g 5 pde Ao Ol Jarsu s (Industry 4.0)

Alad) liatall

Course Description:

This course introduces the principles and practices of Digital Twin Technology within the
context of the Internet of Things (IoT). Students will learn how to create virtual models that
mirror physical systems in real-time using sensor data, cloud services, and analytical tools.
The course covers digital twin architecture, communication protocols, data synchronization,
visualization, and predictive analytics. Applications in smart cities, healthcare, logistics, and
industry 4.0 are explored. Students will work on a hands-on project to design and deploy a
basic digital twin using IoT devices and cloud platforms.

all oy

Text Books:

Digital Twin Technology and Applications — Edited by A. Daniel, Srinivasan Sriramulu, N.
Partheeban, Santhosh Jayagopalan Handbook of Digital Twins — Edited by Zhihan Lyu

Approved by the College Council in its Sth meeting on 29/04/1447H
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Course Code:

IT 486
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Course Name:

Selected Topics in Networks &loT
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Pre-requisites:
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Course Description:

This course will cover advance topics in networking and IOT according to the state of the art in

the area.

Text Books:

No textbook required
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BSIT Program — Pre/Co-requisite Graph: Common Curriculum (Levels 1-8)
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